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An introduction to lockless algorithms+Z Paolo Bonzini 7 LWN.net _E & fii () Jo 814w £ 2R 51 S0 55 1) 45
e, AN T HLE IR T N AFB A T acquire/release 1 L.

Mg e IR E (locking primitives) Joik i H sl GEAN LI, TeBiSERm 2 51 Linux A% IF2%
Mo DA, EBUEIERRE HIUAE LWN o LWN S5l — k3 R BB e L], XREERES T
X RV T IG5 L read-copy-update (RCU——X 62007 4 (1) Lo ARk i), 5]
JHTTFEL, DARRR R TCARTE (lockless primitives) Uil iH 2. S BRAR I APl AR . X6
RN T B m LTS 5 LS DL R il 78 AR Iz . YA ASE 2L R R 2 R TR 5 e A A S i 22 00 =
B IR R AR T S ARV, AT SR C AT EiE: “HEA PN T A e SRR
filt N AFARR 7 Al 1 Linux kernel IWAFRRR (JEH )& Documentation/memory-barriers.txt) fgft/NZ%
M5, acquire fil release IXAEFIAIE AT REH FIFEIF N . S UEIAIES, 45 RCU 1 seqlocks —ZRHIHLHITE
WAZHIs k) 2, BLa T LA TR & B o @ B o i s o BRtl, ARl Rext o s
AT A . WX — RPN, LUl acquire Fl release 8 X 5T s A4, FEA 28 H A
X TR B 1) B 7 5 GBI K 22 B 9 R X

2 FRHL, RN Ok AET

T MIFE JRIE  (synchronization primitives) 7% X m B fEs— I8, BA TS L% E B AT
A8 (locks) fEMLAE . 8% H % (mutual exclusion) fii: BiPH1EZ MR RS [ — 8.
HR “IFR” FRERENT A7 KRBT EAEHEG, 28 P Ui Ui vl &I 50 se s R AR 42

h T R IR e ) i, BRATTTE EESR BT Leslie Lamport £E 1978 4E 118 3 Time, Clocks and the Ordering

of Events in a Distributed System W2 BB HESL . RIGZR L, HAXRETHIFH/; (event) R
itk P 2 RkAET (happen before) Y —3ift Q AT LT N

o PR REPEE AT (total o fELHb UL, RO LN -2k fE s, TR A SR A
RAE—AJE R

o SEFRAEEARNFELREAPFE, QR P2l R &L M Q & 2 ULHa B,
£ P sk AT (happens before) it Q.

o BWEOCHRZ LR (transitive). Kk, W Fi4F P happens before {4 Q, H.F#f Q happens
before Zif}: R, N|Ziff P happens before Z {1} R,

“COERAET” KRRLE—MMT (partial ordering): W HEAELEPIAN A P AT Q MUKW A F77E happens
before &R . XMIHH K, XHANHEMIZIERM (concurrent) . B0 AFBIIE ] B 1k & Vs 1) [A] —
A AR 2 ORI, AR SR SN S S A I, B S5 A R BT U e R AN A

2


https://lwn.net/Articles/844224/
https://lwn.net/Articles/827180/
https://lwn.net/Articles/262464/
https://lwn.net/Articles/575460/
https://lwn.net/Articles/575460/
https://lwn.net/Articles/576642/
https://elixir.bootlin.com/linux/latest/source/Documentation/memory-barriers.txt
https://lwn.net/Articles/22818/
http://research.microsoft.com/en-us/um/people/lamport/pubs/time-clocks.pdf
http://research.microsoft.com/en-us/um/people/lamport/pubs/time-clocks.pdf
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BB R LRV FE. Lamport BB HESLRRE T MR B4 ) D ERFEIN A T A
Zo: HERD U EAEE” FRORERE T UL Cunlock) #4E “JERk AT 42 U IMBIE (lock) #1E.

T, XAE NS 2RI TR —3, CPU [AlE T S AR i S,
al Intel () QP1 #1 AMD [f] HyperTransport. #R1f, 1X— )20 ERg4 i@t 78 “Fi” MH
Fro SERFUALFLAR IR A — BUR AR S, FRATTPRAE) “oe kAT 0se SCUARR a6 BT A 2R 8L 1) [R) 20
JE

Lamport il 52 21| [7] 25 5 5T AN SRR AL I BB A U5 1) /) — Bdla & RS o AEFRATIHES a1 SO, 3k
ATRES 22060 R0 e AR A #R A (i [A)— BAS AR AR B o JRAT T S8t 20 e W L5 12

A& release, WFLE)E acquire. AT HLUifRAT “ LA release (8 acquire) i X7,

E—XTEEEN, release #:4E [T (synchronizes with) 522 JCHEC K acquire #efE. “[F27 15 LIS
[ — AN ZEFEHAT release #1E, 51— EKFEHAT S Z ULELY acquire £:4F, happens before J¢ & 14N
—4 MM release e F2 3] acquire ZEFE ML, “IERAET” KAMRL—AMWIT, (HlT&EM, IE
AL R 2R 5 E A

o PR NIEAERT R 2T

o W EAT release ifF 4R P [RI2DF HAT acquire 1 SLIEEME Q. WIHRAE P SE R AETH:4E Q,
AR R AEAEAN ] R

o FUZHT—HFE HOCRZ ARSI T o
U 2RAHs release i SCHLE M B 0%, K acquire 1 SCRUVETH B, B A TH & SUATIR I 1 B AIE
FEAIL L RE D T B B R . BATT R LUHDET i SCHOB R BT G AT i A8 0 T BG4
M B AT REIBGE X, B 20 A A0 T B ——BlUE AN 2R A acquire i 3o AMBRTTE
B, BRI Sk AT IR BB N R AT G I R
require Fil release it (] e AL KGO MM GRS, EHISL N VF 20 IR 2 So R g e 52 i B 3t 17 1
FLAARRE . Blhn, S5 RE LU RPN R 42 R AR B s X N P AR R

thread 1 thread 2
s = "hello";
pthread_create(&t, NULL, t2, NULL);
puts(s);
s = "world";

pthread_join(t, NULL);
puts(s);

IX P A Ee 0 A S 1 U5 ) 2 A7 2R 2 T DRSS s thello" 2 252 1 ] DU s
fepthread_join() G A "world"5? % %2 H €K, AT LLH acquire Fil release i S fif
R

« pthread_create () KA release th X H[FIP T4 2 M H3) (A acquire 15 X . I,
SRR I N AT AT 5 2R ] LA 2R 22 4 s Vg ]
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o BT 2 B release i X HIF2 Tpthread_join() (A# acquireifi X). Fitk, 2k
HET B AR # A fEpthread_join () Ja e 4 il .

HR, BRI F RTINS — AR e, ROl s — AN B s i R
T R4
o WIRFRP RAGEZERE 2 “F R ATMEATR AT LR LI “BOR”, AKX LR 75 240 B IR
e HITLEFE 110 release BRVERIZAE 2 (1) acquire #1ESLI
o JHIEMRLE API $24t acquire/release 1 X AR AESw S M T 1X 48 API AL VP LRAE AR HS o

HEf# T release Ml acquire WA 7 iRy 2[R0 JsUBE ol AR G, FRATTIAE T LAYE S8R i) P A7 07 ) B R 5
H B AATT.

3 VLRI
XA TR T pthread_create () Mlpthread_join() ) acquire/release 1 X fti/F £k Fi 61
G 5RO 2RI A HAE B BIAE, FRATIEE ST AT LAIE A IR 7 A RIS AT I AT X SR

AR SR SR T AR AR, A R AR, I8 AT DL Bl I WA i B o SR SR AR d ] —
FE, WHEGE MR, ERakEM A

thread 1 thread 2
a.x = 1;
message = &a; datum = message;

if (datum != NULL)
printk("%d\n", datum->x);
Wiimessage W IHMNULL, 2672 2 K BINULLE &a, FRATAHEE WA M 8ET, BIfE

datum = message;

B &a, X ARR A D 2R 1A :

message = &a;

Rk, X EALEE R ZEFE Y happens before J¢ &1/ :

a.x = 1; datum = message;

| happens before |
v v
message = &a; datum->x

DR R PR R AR IERER), ANREfRIE N datum=>x BN L; IRATA TG a . x IR 75 56 R A T4
. b TR e R AT, 20N S RIS 4 R T release I acquire 15 X o
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Z b, BAIIKA T store-release 1 lead-acquire #:1F. store-release #:1E P AN 5 N K4 31 A 47
fi7 &, &1L load-acquire #:E Q 52 B P 5 A HI{E I [ 2P T load-acquire # /F Q. 1X & H Linux
fjsmp_store_release()Msmp_load_acquire()&E )G MIA:

thread 1 thread 2
a.x = 1;
smp_store_release(&message, &a); datum = smp_load_acquire

(&message) ;
if (datum != NULL)
printk("%x\n", datum->x

)3

X —ESfA, datumfEh&aly, FATTULE EERRAET . CYTRIPEN, B E %R
L &aFmessage. U7 ZfE 2 W BILRE 1 5 ANME “ANie B AR NP I TeRE, ek
FE 1SR RE 2 Ja— DD B 1 &5 55 . IRAEPRERFE X RE R LB IX

a.x = 1;

Y%
smp_store_release(&message, &a); ---—-- > datum = smp_load_acquire
(&message) ;
|

Vi
datum->x

UNEW . AR NE, ATRTINZRE 2 BEIRIZRE 1 S AMME, ZifE 1 £ store-release HiI i1 FT A
HAE AL AL load-acquire JEXTEAE 2 W] Lo _ETHIFR 7 B B 0 2R 2 BRI T 4R 15 N fELIN AT 2%

5 Linux A%, R AR H A5 — RS AN R (105 5K

thread 1 thread 2

a.x = 1;

smp_wmb () ;

WRITE_ONCE (message, &a); datum = READ_ONCE (message);
smp_rmb () ;

if (datum != NULL)
printk("%x\n", datum->x);

XA, release Fl acquire ¥ L A7 BB (memory barriers) smp_wmb () flsmp_rmb () #2
fit. A7 DEFE R H A acquire Al release 15 S, {EARAT] b &7 B (14 152 55 B AF B0 ok DAHE T . FRATTAE 1518
seqlock I 23 Fr bl i e AT

A g Adi ] load-acquire/store-release flsmp_rmb () /smp_wmb () 575, X#BE—A A0 200 R %) 3
FE ) AR . AT T LA 1

o BREFRGEMIX (ring buffer). [HIFRZETIX (1145 H & it 0] oADK 383 (MR 0P X B A7 AE
M TRRI S RALE . A AL store-release #:4F, [RI2T-11 9% ¥ 1) load-acquire

5
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« RCU. X4 asiM s, rcu_dereferences()Mrcu_assign_pointer () &% APl 24
load-acquire il store-release 4 1F. i Tt L8 & XT i Alpha LLAM 1) T 47 4b B 45 3 1 57,
rcu_derefence () i UAgaiF a0 (1) load #:4E; RAEWI, rcu_assign_pointer ()1
M+ rcu_dereference(), i load-acquire #:4fF—Ff.

o RATRET BB . EXB (BBUERD KYMAUES R, B kvm_get_vcpu () & 256 5
fFikvm=>online_vcpus, MMAKA TN E&H —E2 5 (FEE: fFREns
ANIED

kvm_vm_ioctl_create_vcpu() kvm_get_vcpu()
kvm->vcpus [kvm->online_vcpus] = vcpu; if (idx <
smp_Tload_acquire(&kvm->online_vcpus))
smp_store_release(&kvm->online_vcpus, return kvm->vcpus|[
idx];
kvm->online_vcpus + 1); return NULL;

F# T load-acquire/store-release #efE, A7AE M MEFT B B BB P—A =g 5k, g
AEZA G, DA IIALTB T 580 @ e AR . CBEIEAREE A, A1
SR YRR T HAR I — 55, AILA AL Ze i) T BB AE FH AR et

K HEGE B BRI ITUS, T — W0 05 1 N AR AE i T HE R, IR T A7 B B o] j ok
seqgcounts HLHIAT Linux 18 5 2% A% Ly
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